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Roads and bridges? DNS and Routing

Terms inspired by “Roads and Bridges: The Unseen Labor Behind Our Digital Infrastructure” by Nadia Eghbal

https://www.fordfoundation.org/work/learning/research-reports/roads-and-bridges-the-unseen-labor-behind-our-digital-infrastructure/
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News from NLnet Labs
We’re developing many new projects in Rust

Dedicated 2024 to domain, our Rust-based DNS library

Now we can write sophisticated DNS applications in Rust!

https://nlnetlabs.nl/projects/domain/about/


News from NLnet Labs

An end of life for OpenDNSSEC
(Oct 2027)

We’ve developed OpenDNSSEC for the last 15 years

It’s served the community beyond our wildest dreams

Now, operators are telling us that they need more

So we interviewed them…



News from NLnet Labs

Surveyed: How do operators feel?

• Signers are uncommunicative

• Can’t trust them to do anything

• Even daily routines are a hassle

• Things could fall apart at any time



Introducing Cascade



Introducing Cascade
Purpose-built DNSSEC signer, written in Rust

Built from scratch with the same expertise

Tailored for today’s DNS operators – you!



Introducing Cascade

Earlier this month at DNS-OARC:

Released an alpha version of Cascade

Production-ready release in the first half of 2026

End-of-life for OpenDNSSEC announced on Oct 3rd

https://nlnetlabs.nl/news/2025/Oct/03/opendnssec-eol-announcement/


Designing Cascade



Designing Cascade
Prime Directive: Listen to the users!



Designing Cascade

How do operators feel?

• Signers are uncommunicative

• Can’t trust them to do anything

• Even daily routines are a hassle

• Things could fall apart at any time



Building something you can trust



Building something you can trust

Cascade

Communicates how it's doing
Detailed, per-zone status output

Doesn't assume your feelings
Review zones before publishing

Is open to your needs
Manually control every step

Helps you with chores
Good support for MS, HA setups



Building something you can trust

… and so much more

Easy to interact with
CLI, REST API; Web UI coming soon

Good at doing the right thing
Well-tested defaults at every level

Flexible enough to fit you
Systemd, Prometheus, containerization

Backed with professional support
Contracts under SLA for operators of critical infrastructure.



So what did we build?



So what did we build?
• A DNSSEC signer and key manager

• First-class support for zone review / approval

• An HTTP API for controlling every component

• An architecture around the signing pipeline

• Comprehensive status output via the CLI/API



So what did we build?

Cascade

review script
review script

Zone
Input Load ? Sign ? Publish Zone

Output

Fail

Key
Mgmt.

Fail

Cascade’s per-zone pipeline.



What’s next?
What do you think? How can we support you better?

Come talk to us, so we can understand your needs

Expect a production-ready release in early 2026



But first, a quick detour…



But first, a quick detour…

Help us to help you replace OpenDNSSEC

Fund sustainable long-term open source development



But first, a quick detour…

NLnet Labs is a non-profit

Support contracts sustain our projects
Large up-front investment ahead of Cascade's production release

Initial investment from our reserves
Strategic but non-sustainable investment to replace OpenDNSSEC

Actively looking for initial co-funding
We are talking to STA, Nominet, but could use more help



Thank you!
We’re in touch about Cascade with about 20 of you

… but there’s many more running OpenDNSSEC today.

Let us know what your TLD needs.



Follow development

vision
blog.nlnetlabs.nl/cascade

source (Github)
NLnetLabs/cascade

docs
cascade.docs.nlnetlabs.nl

cascade@nlnetlabs.nl



Auxiliary slides



Auxiliary slides

Cascade’s overall architecture.



Cascade tells you what it’s doing



Cascade tells you what it’s doing

Load



Cascade tells you what it’s doing

Review hooks



Cascade tells you what it’s doing

Sign



Cascade tells you what it’s doing

Publish



Cascade tells you what it’s doing

Key usage?
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