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RPKI



It’s all about Resources. 

Internet Number Resources to be precise…
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The RPKI certificate structure follows the 
Internet resource allocation hierarchy.
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RPKI Certificate Structure
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“Is this BGP origination authorised by the 
legitimate holder of the address space?”

ROUTE ORIGIN VALIDATION



ROUTE ORIGIN AUTHORISATION

• AS Number 

• IP Prefix 

• Maximum Prefix Length (maxLength)

Liberal usage of maxLength opens up the network to a 
forged origin attack. ROAs should be as precise as possible.



ROV: THREE POSSIBLE OUTCOMES

• Valid 

✦ The route announcement is covered by at least one 
Validated ROA Payload 

• Invalid 

✦ The prefix is announced from an unauthorised AS, or the 
announcement is more specific than is allowed by the 
maxLength set in a VRP that matches the prefix and AS. 

• NotFound



Origin vs. Path Validation

• Route Origin Validation (ROV) provides value for most issues: 

• Most mis-originations are accidental — “fat-fingering” 

• For many networks, the most important prefixes are one hop away 

• Practical Path Validation is achievable, dra!s are in progress: 

• dra!-azimov-sidrops-aspa-profile  

• dra!-azimov-sidrops-aspa-verification



Hosted RPKI

• All five RIR have been offering Hosted RPKI since 2011 

• Request certificate and issue ROAs through web portal 

• Implementations vary across regions: 

• ROA Request Generation Key Pairs in ARIN 

• User interface guidance to create high quality ROAs 

• Se#ing up alerts for misconfigurations and possible hijacks





Delegated RPKI

• Be#er integration with operator’s own systems 

• Organization will be the only one in possession of their private key 

• Organization is operationally independent from the parent RIR 

• Operator of a global network can operate a single system, rather than 
maintain ROAs in up to five web interfaces



Whatever you choose, go all in!

• It’s be#er to create no ROAs than bad ones 

• Once you start create ROAs, maintain them! 

• Make RPKI part of standard operations 

• Set up monitoring and alerting 

• Train your first line help desk



What if it breaks?

• No DNSSEC horror story; e.g. unavailable zone  
due to signing mishap 

• RPKI provides a positive statement on routing intent 

• Lose your keys? Hardware failure?  
Publication server being DDOSed?

All routes will eventually fall back to the 
“NotFound” state, as if RPKI were never used
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For ROV to succeed in its objective, 
operators should ultimately drop all BGP 

announcements that are marked as Invalid.



further 
reading



RPKI documentation project

https://rpki.readthedocs.io

https://rpki.readthedocs.io/en/latest/
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