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Delegated RPKI

• Run an RPKI Certification Authority (CA) as a child of the RIR/NIR/LIR 

• Install and maintain so!ware yourself 

• Generate your own certificate, have it signed by the parent CA 

• Publish signed objects yourself, or ask a third party to do it for you



Delegated RPKI

• You are operationally independent from the parent 

• Allows tight integration and automation with your own systems 

• If you run a global network, you can operate a single system  
rather than maintain ROAs in up to five web interfaces 

• You are in control of the ROA publication interval 

• You can delegate or offer RPKI as a service to your customers
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RPKI Certification Authority 
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KRILL current functionality

✔ Event sourcing architecture with CLI and API 

✔ Up: operate under multiple parent CAs 

✔ Down: act as a parent for multiple child CAs 

✔ Creation of ROAs 

✔ Built-in Publication Server  

✔ Allow remote publication



KRILL roadmap

• Web-based User Interface “Lagosta” — Coming soon!  

• Optional package, with multi-language support 

• ROA suggestions, based on global or local view 

• Packaging (Docker, *NIX Distributions) 

• Monitoring (e.g. Prometheus) 

• Multi-master and HSM support (if desired)



KRILL Stretch goals

• Integration with IPAM Solutions 

• Just-in-Time Authorisations 

• Cloud Provider Marketplace offerings 

• Krill-as-a-Service
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Hardware & Connectivity

• Certificate Authority 

• Modest hardware is fine for most use cases 

• No HSM needed; keys on disk are fine, really 

• Publication Server 

• Offered by NIC.br as a service 

• Publishing yourself will have all normal consequences of a public service



NLNET LABS RUNS 2 CPU / 2 GB RAM



What if it breaks?

• No DNSSEC horror story; e.g. unavailable zone  
due to signing mishap 

• RPKI provides a positive statement on routing intent 

• Lose your keys? Hardware failure?  

All routes will eventually fall back to the 
“NotFound” state, as if RPKI were never used



Whatever you DO, go all in!

• It’s be#er to create no ROAs than bad ones 

• Once you start create ROAs, maintain them! 

• Make RPKI part of standard operations 

• Set up monitoring and alerting 

• Train your first line help desk
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Relying party SOFTWARE

• FORT Validator, by NIC.mx & LACNIC  (in C) 

• Routinator 3000, by NLnet Labs  (in Rust) 

• OctoRPKI, by Cloudflare  (in Go) 

• RIPE NCC RPKI Validator  (in Java) 

• Dragon Research Labs Validating Cache  (in Python) 

• RPSTIR, by Raytheon BBN Technologies  (in C) 

• OpenBSD rpki-client(1)  (in C)



RPKI Support

• FORT Project to support routing security in Latin America 

• Documentation and FAQ — rpki.readthedocs.io  

• Community driven, allows translations 

• Public mailing list with 200+ subscribers — rpki@nlnetlabs.nl  

• Commercial support with SLA on Krill and Routinator

http://rpki.readthedocs.io
https://nlnetlabs.nl/mailman/listinfo/rpki
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