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The promise of quantum computers is that certain computational tasks might be 
executed exponentially faster on a quantum processor than on a classical processor1. A 
fundamental challenge is to build a high-fidelity processor capable of running quantum 
algorithms in an exponentially large computational space. Here we report the use of a 
processor with programmable superconducting qubits2–7 to create quantum states on 
53 qubits, corresponding to a computational state-space of dimension 253 (about 1016). 
Measurements from repeated experiments sample the resulting probability 
distribution, which we verify using classical simulations. Our Sycamore processor takes 
about 200 seconds to sample one instance of a quantum circuit a million times—our 
benchmarks currently indicate that the equivalent task for a state-of-the-art classical 
supercomputer would take approximately 10,000 years. This dramatic increase in 
speed compared to all known classical algorithms is an experimental realization of 
quantum supremacy8–14 for this specific computational task, heralding a much-
anticipated computing paradigm.

In the early 1980s, Richard Feynman proposed that a quantum computer 
would be an effective tool with which to solve problems in physics 
and chemistry, given that it is exponentially costly to simulate large 
quantum systems with classical computers1. Realizing Feynman’s vision 
poses substantial experimental and theoretical challenges. First, can 
a quantum system be engineered to perform a computation in a large 
enough computational (Hilbert) space and with a low enough error 
rate to provide a quantum speedup? Second, can we formulate a prob-
lem that is hard for a classical computer but easy for a quantum com-
puter? By computing such a benchmark task on our superconducting 
qubit processor, we tackle both questions. Our experiment achieves 
quantum supremacy, a milestone on the path to full-scale quantum 
computing8–14.

In reaching this milestone, we show that quantum speedup is achiev-
able in a real-world system and is not precluded by any hidden physical 
laws. Quantum supremacy also heralds the era of noisy intermediate-
scale quantum (NISQ) technologies15. The benchmark task we demon-
strate has an immediate application in generating certifiable random 
numbers (S. Aaronson, manuscript in preparation); other initial uses 
for this new computational capability may include optimization16,17, 
machine learning18–21, materials science and chemistry22–24. However, 
realizing the full promise of quantum computing (using Shor’s algorithm 
for factoring, for example) still requires technical leaps to engineer 
fault-tolerant logical qubits25–29.

To achieve quantum supremacy, we made a number of techni-
cal advances which also pave the way towards error correction. We 
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The hype isn't helpful!

• The amount of hyperbole is mind boggling 

• Google's "quantum supremacy" was compared  
to the Wright brothers' first flight moment 

• How can we know what is true or not? 

• Is quantum computing really happening? Is our public key cryptography 
really no longer safe? Hopefully this talk will help.



Hackernoon sez it better...



Some facts

• Quantum computers have qubits, which - as many of you may already 
know - can simultaneously encode any value between 0 and 1 at the 
same time (in superposition) 

• The trick with qubits is that they can be entangled, that is: their quantum 
states can be linked 

• This leads to some weird properties, such as "quantum teleportation" 

• It also plays a role in breaking classic public key cryptography



Building a qubit

• It turns out there are many ways in which qubits can be created 

• Think of this as "hard drive" vs. "tape drive" vs. "flash drive" 

• Many of these methods have some extreme requirements (very very cold 
environments, diamonds, powerful lasers, ...) 

• The holy grail is keeping qubits stable; current records are in the order of 
a minute

Photo by Osman Rana on Unsplash



Physical vs. logical qubit

• It turns out quantum computers are inherently noisy and unreliable; 
consequently, you need many physical qubits to create one logical qubit 

• To perform error-free computations on a quantum computer, you need 
quantum error correction, to get from physical unreliable qubits to 
reliable logical qubits 

• This can cause serious confusion; when the claims start flying that we 
need hundreds or millions or billions of qubits to break cryptography, 
what type of qubits are they talking about?



OK, but what about D-Wave?
• D-Wave regularly shows up in discussion 

about quantum computing 

• Current model is claimed to have 2048 
qubits, with a new model claiming 5000 
qubits by mid-2020 

• So are we done by mid-2020? No more RSA 
or Elliptic Curves? Some news outlets seem 
to think so (the picture on the right is from a 
scare-tactic Forbes article on quantum)



Not so fast (after all)
• D-Wave is not a general purpose QC, instead it does 

something called "adiabatic quantum computing" 

• The jury is still out on whether this provides a real 
speed-up over classic computing, experts disagree 

• The documentation is also unclear, but it appears that 
the 2048/5000 qubit claim talks about physical qubits 

• Most importantly, though, D-Wave's systems cannot 
run Shor's algorithm (more about that in a minute)



Time for a quick summary

• Making stable qubits is really hard 

• Qubits are highly unreliable 

• You need orders more physical qubits to  
create logical qubits 

• The state of the art are machines with  
some 50-ish logical qubits with limited stability

Photo by Chris Liverani on Unsplash



Shor's algorithm
• In 1994 prof. Peter Shor (see picture) devised an 

algorithm to factor very large numbers (think: RSA) 
much more efficiently on quantum computers 

• This was touted as the "killer app" for quantum 
computers (which many claim had been a niche interest 
until then) 

• His algorithm requires a stable general purpose 
quantum computer to execute; let's assume that exists 
for the sake of argument



Research to improve Shor
• Researchers are trying to improve Shor's algorithm 

• To drive down the requirements to break common public key algorithms 

• They do this without actual access to a working QC (awesome!) 

• Take, for example, this table from [6] (references at end of deck):

2

FIG. 1. Log-log plot of estimated space and expected-time costs, using our parallel construction, for various problems and
problem sizes. See Section 3 for additional details. The jumps in space around n = 32786 occur as the algorithm exceeds the error
budget of the CCZ factory from [11] and switches to the T factory from [12]. Generated by ancillary file “estimate costs.py”.

Abstract Qubits Measurement Depth To↵oli+T/2 Count To↵oli+T/2 Count (billions) Min Volume (megaqubitdays)
RSA Factoring Construction Asymptotic n = 1024 n = 2048 n = 3072 n = 1024 n = 2048 n = 3072

Vedral et al. 1996 [13] 7n+ 1 80n3 +O(n2) 80n3 +O(n2) 86 690 2300 240 4100 23000
Zalka 1998 (basic) [14] 3n+O(1) 12n3 +O(n) 12n3 +O(n2) 13 100 350 16 250 1400

Zalka 1998 (log add) [14] 5n+O(1) 600n2 +O(n) 52n3 +O(n2) 56 450 1500 16 160 540
Zalka 1998 (↵t mult) [14] ⇡ 96n ⇡ 217n1.2 ⇡ 217n2 140 550 1200 62 260 710

Beauregard 2002 [15] 2n+ 3 144n3 lg n+O(n2 lg n) 576n3 lg2 n+O(n3 lg n) 62000 600000 2200000 32000 380000 1700000
Fowler et al. 2012 [9] 3n+O(1) 40n3 +O(n2) 40n3 +O(n2) 43 340 1200 53 850 4600
Häner et al. 2016 [16] 2n+ 2 52n3 +O(n2) 64n3 lg n+O(n3) 580 5200 19000 230 2800 13000

(ours) 2019 3n + 0.002n lgn 500n2 + n2 lgn 0.3n3 + 0.0005n3 lgn 0.4 2.7 9.9 0.5 5.9 21
ECC Log Construction Asymptotic n = 160 n = 224 n = 256 n = 160 n = 224 n = 256
Roetteler et al 2017 [17] 9n+O(lg n) 448n3 lg n+ 4090n3 448n3 lg n+ 4090n3 30 84 130 13 52 83

TABLE I. Expected costs of factoring RSA integers using various constructions. Includes an elliptic curve DLP, with similar
classical security, for comparison. The estimated minimum spacetime volumes assume modern surface code constructions, even
for older papers. See Appendix A for details on each entry in this table.

Physical assumptions Approach Estimated costs
Historical cost Physical gate Cycle time Reaction time Physical Distillation Execution Physical qubits Expected runtime Expected volume

estimate at n = 2048 error rate (microseconds) (microseconds) connectivity strategy strategy (millions) (days) (megaqubitdays)
Fowler et al. 2012 [9] 0.1% 1 0.1 planar 1200 T single threaded 1000 1.1 1100

O’Gorman et al. 2017 [18] 0.1% 10 1 arbitrary block CCZ single threaded 230 3.7 850
Gheorghiu et al. 2019 [19] 0.1% 0.2 0.1 planar 1100 T single threaded 170 1 170

(ours) 2019 (1 factory) 0.1% 1 10 planar 1 CCZ serial distillation 16 6 90
(ours) 2019 (1 thread) 0.1% 1 10 planar 14 CCZ single threaded 19 0.36 6.6

(ours) 2019 (parallel) 0.1% 1 10 planar 28 CCZ double threaded 20 0.31 5.9

TABLE II. Historical estimates of the expected costs of factoring n = 2048 bit RSA integers, and the assumptions they used.
Our spacetime volumes can be directly compared to the volume from Fowler et al. (we achieve a 165x improvement), because
Fowler et al’s estimate is dominated by distillation and changing the reaction time doesn’t a↵ect this volume. It is unclear how
to compare O’Gorman et al.’s volume to ours, because of the di↵erence in connectivity. Multiplying the volume from Gheorghiu
et al. by 5, to account for the di↵erence in cycle time, allows comparison to our volume (we achieve a 140x improvement). See
Appendix B for details on each entry in this table.



Research to improve QECC

• Researchers are not just trying to improve Shor 

• More fundamentally (because it is required for other quantum 
algorithms) they are trying to improve error correction 

• One of the latest developments is called "surface codes"; these 
purportedly work better on "noisy" qubits 

• In the context of Shor: they require approximately 15,000 physical qubits 
per logical qubit for qubits with an error rate of 10-3 (state of the art)



So where are we with Shor?
Public Key 

System Key size Security Logical qubits 
required

Physical qubits 
required Running time

RSA

1024 bits 80 bits 2,050 8.05x106 3.58h

2048 bits 112 bits 4,098 8.56x106 28.63h

4096 bits 128 bits 8,194 1.12x107 229h

ECC

256 bits 128 bits 2,330 8.56x106 10.5h

384 bits 192 bits 3,484 9.05x106 37.67h

512 bits 256 bits 4,719 1.13x107 55h

Source: [2] -- terms and conditions apply 🤪



That previous slide...
• Has a lot of assumptions, none of which hold 

today 

• So the $64 million question is: when, if ever, 
will these assumptions hold? 

• An oft-quoted person is Michele Mosca, 
whose most recent prediction puts the 
likelihood of a quantum computer that can 
break RSA 2048 in the next decade at  
one in six

picture source: represent.com



So what do the experts agree on?

• Nobody really knows if a quantum computer good enough to run 
Shor will ever be built 

• Equally, nobody claims that it can never be built 

• There is lots and lots of parallel research going on, all of which 
requires major breakthroughs to get there 

• The best thing you can do: keep a keen eye on post-quantum crypto!



Mosca's Inequality

• A handy way to reason about when you should really take action is what 
is often referred to as "Mosca's Inequality": X + Y > Z 
 
  where:  X = the amount of time you want to keep your data secret  
     Y = the amount of time you take to transition to PQC  
     Z = when we expect QC's to be able to run Shor 

• The problem, again, here is that nobody really knows a sensible value 
for Z in this equation



The experts are on it

President Donald J. Trump signs the "National Quantum Initiative" into law



More hyperbowl...^H^H^H^H...bole

picture source: Wikipedia



Quantum Key Distribution
• I assume most (if not all?) of you are familiar with One-Time Pads?

SECBE'f NOPORN 

AICDDP&HI.JICLMNOPQRSTUV•XYZt123456789 
11 PONMUC.IIHGFEDCBA98765'13211ZYXIVUTSRQ 

A8CDEF'GN1JICLNNOPQRSTUVWXYZl1234!U.789 
12 lH&FEOC&A987654321tZYX•VUTSRQP0NttLKJ 

tJ LK.J1HaFEDCBA987654l211ZYX•VUT5RQPONN 

94 JIH6".El)C8A9876543211ZYXWVUTSROPONHLK 

es 
ASCDEFGMIJKLNNOPQRSTUVWXYZ8123456789 

86 EOCBA987654J211ZYX•VUTSRQPONMLKJ1HGF. 

17 •nciEFGHIJK!h!NOPQRSTUVWXYZlt23456789 5 l 11ZY WV SROPONHL.KJIHGF DC8A9876 .. WVU OP N KJIH FEDCIA98 6 21 X 

19 
AICDEFtiHI.JKkNNOPQRSTUVWXYZl123456789 
ROPONHLKJIH FEDCBA9876543218ZYXl'VUYS 

11 GFEDC8A9876 43211ZYXIVUTSRQPONMLKJ?H 

11 NMU<J G ED BA987654321t Y IVU SR 

12 BA 7 54 211 YXIV QPONMl..KJ 
A8CD£FGHIJKLNNOPQRSTUVIXYZ8123456789 

1J JIHGF£0CBA9876543211ZYXIVUTSRQPCHMLK 

14 
ABCDEr:'GHIJKLNNOPQRSTUVIXYZl12.J456789 
YX•VUTSRQPONHLkJlMGF!DC8A9876543211Z 

15 I Y WVUT Q ONMLKJIHGFEDCBA987654l21 

16 PCNML.KJlH D 8A9876 4 11 YXIV 

17 6543218ZYXWVUTSRQPONMLKJIHG EOCBA987 

18 11ZYXIV R ij 2 

19 SROPON LK.J HG BA 876543 1 Y WVU 

29 
ABi29FGHlirskNNOPQRSTUVWXYZ9123456789 21 XWVU S QPONMLKJ?HGFEDCBA9876SllJ 

21 7654 218 EDCBA98 

22 A b54 11 YXWVUTSRQPONNLKJ HG B 

23 RQPONMLKJ H FE C A9 6543 llZYXWVU 5 

211 XIVU 0 LKJl BA9B7 43 I Y 
ABCD£FGH1JKLNNOPQRSTUVIXYZl12311567B9 

25 

ABCDEFGHIJKLMNOPGRSTUVWXVZt12'4567t9 
26 NMLKJ1HGF£DCBA9176543211ZYXWVUT5ROPC 

ABCD!:F&HIJKLNNOPORSTUYWXY%112'456789 
27 ZYXWVUTSROPONMLKJIMGFEDCBA98765113211 

2a 

29 

.. e LKJ 1HliFEDCBA08765A.3211ZYXWVUTSAQPOHK 

31 
ABCDEFGHIJKLMNOPQRSTUYIXYZ9123456?89 

32 ijJ211ZYXIVUT5RoPONNLKJIHGFEOC8A98765 

33 
ABCDEFGH1.JKLfltNOPORSTUVWXYZl12l456789 

34 
A8CDEF6HIJKLl4NOPQRSYUVWXYZ8123A56789 

35 43211ZYXWVUTSRQPONMLKJ1HGF!DCBA98765 

36 
A8CDEFGHIJKLNNOPORSTUVWXYZ8123456789 

37 ZYXWVUTSAOPONHLkJlHGFEDCBA9S7654321111 
. ABCDEFGHIJKLMNOPORSTUVWXYZ111123A56789 
JS 

ABCDEFGMlJKLMNOPORSTUVWXYt912'456789 
39 

ABCDEFGHIJKLHNOPORSTUVWXYZl12J456789 
4111 C8A9876543211ZYXIVUTSRQPONML.KJIHGFEO 

111 
ABCDEFGHIJKLNNOPCRSTUVWXYZl12J456789 

42 OC8A987654J219ZYXWVUTSRQPONMLKJIHGFE 

43 OCBA9876543211ZYXWVUTSRQPON141.kJIHCFE 

44 
. 

115 6FEDC8A9876543211ZYXIVUTSRQPONHLKJ1H 
ABCDEFGHlJKLNNOeQRSTUVWXYZt123456789 

46 lsaoPONHLKJIHGFEDCBA9876543211ZYXWVU 
ABCOEFGHl.JKLMNOPQRSTUVWXYZ8123456789 

47 

48 0NNLKJIHGFEDC8A987654J211ZYXWVUT5ROP 

49 
ABCDEFGHfJKLMNOPQR5TUVIXYZ112'456789 

51 

This system looks a lot like that one I showed you fer D/F work (COMUS). It, and variations of 
it, are fairly common these days. Because of its smaller bulk. though, DIANA, and its numerical 
equivalent (CALYPSO) are still the most used one· pads. . . . 

Now. where are one-time pads used? Not in a single-seater all'craft, surely! And rarely in big 
ayptocenters where machines are available-sometimes, though, officials need complete ppvacy 
for especially sensitive messages: they don't want them read by the cryptographers or others m the 
communications center. and will use a pad for the most sensitive portions of their message. The 
communication center will then superencrypt it (encrypt it again) in a machine system: But this 
is net a very common practice. The main use cf pads is in connection with intelligence, agent, or 

SECRET ORIGINAL 25 

From: A History of U.S. Communications Security (Vols. I and II);  
  the David G. Boak Lectures, National Security Agency, 1973 
  https://www.governmentattic.org/18docs/Hist_US_COMSEC_Boak_NSA_1973u.pdf



QKD relies on the observer effect

• QKD is used to distribute a one-time pad 
from A to B 

• Security relies on the fact that you can tell if 
the message was observed 

• Common implementation: polarised light 
through a fibre-optic cable

Photo by Umberto on Unsplash



Conceptual QKD in two slides
basis 1: rectilinear

basis 2: diagonal

= 0 = 1

= 0 = 1

Alice

message

transmitted

basis

0 1 0 0 1 1 1 0 1 0 0

Bob

basis

received

message 1 1 0 0 0 1 1 0 0 0 0

shared secret = 0 0 1 0 0



Conceptual QKD in two slides

Alice

message

transmitted

basis

0 1 0 0 1 1 1 0 1 0 0

Bob

basis

received

message 1 1 0 1 0 1 1 0 0 0 0

Eve

basis

received

message 1 1 0 1 0 1 1 0 0 0 1



Issues with QKD
• It requires "classic" cryptography to authenticate the communicating 

parties (am I really sending something to Bob?) 

• More importantly, though, it is vulnerable to attacks 

• Photon-splitting attack (doesn't that sound awesome?!) 
QKD relies on single photon emission, but that is actually impossible 

• Trojan attack 
Shining a very bright light at the message source, attack can infer 
chosen polarisation from reflection with 90% accuracy [7]



Do we really need QKD?
• It is expensive  

• order of €25K/device, you need two! 
• oh, and you need dark fibre 

• It is inefficient (bit rate in the order of  
1Mbit/s over 50km) 

• And there are known attacks, how many 
are still to come? 

• Never underestimate the bandwidth of 
a truck full of one-time pads 🤪

Photo by VanveenJF on Unsplash



Wrapping up

• There is a lot of hype and hyperbole about quantum computing 

• Just as there is about blockchain (hence the title of this talk) 

• So we have two takeaways for you:



Takeaway #1

picture source: Wikimedia Commons



Takeaway #2
• Pay attention to Post Quantum Cryptography 

• ...and give people like Andreas more €€€ for their research!

Photo by Марьян Блан | @marjanblan on Unsplash



So what is the QBC?

Well that, as they say, is simple: 

It's a computer system in someone else's data centre 
that you don't find out actually exists until you make 
a transaction that needs to be persisted on a ledger 
after which it sets fire to said data centre, belching 
out more pollutants than a brown coal fired power 
plant in Germany



Thank you! Questions?

F nl.linkedin.com/in/rolandvanrijswijk 

L @reseauxsansfil 

 roland@nlnetlabs.nl 
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